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Ground rules and scope

Discovery

Security policy review and physical security checks
Platform tests

Network tests

Application tests




Layers of Security

Essential to test at all layers
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Ground Rules and Scope @.SE“““EL‘”G“"

Ground rules:
+ Internal and/or external
¢ How much information to start with
+ Which group to work with, if any

+ Agree how intrusive the test will be
Scope:
+ Number of sites

+ Which systems/components to test

+ What tests should be avoided for which components




Policy Review/Physical Security w

Review IP Telephony security policy:

¢ Use as a guide to verify IP Telephony system configuration

Physical security:
+ Essential for core components

+ If the network is not physically secure, many attacks are trivial
for insiders

+ All other security is moot if physical security is lacking

+ Don’t forget to protect the IP phones




Discovery - Footprinting w

Search enterprise web site:
+ Job listings
+ Names, extensions, organization structure

+ Voice mail greetings

Use Google to search for:
+ Case studies/vendor Press Releases
+ User resumes and postings

& Web based IP Telephony logins

¢ Vendor user forums

Use WHOIS and DNS to find IP addresses




Discovery - Footprinting

Sinurl:*NetwerkConfiguration® cisco - Google Search - Mozilla Fi...

File Edit Wiew Go Bookmarks Tools Help

@ - - g 0 @ Gl http:/ fwww.google comysearch?hs =00f&hl =s [+ | © Go [CLrl: "cemuser flogon.asp”|
P Getting Started &Y Latest Headlines

Sign in |~
Web Images Groups News Froogle Local more »

Advanced Search
S8EN | preterences

Google

Web Results 1- 10 of about 23 far inurl:"NetworkConfigura

" cisco. (0.51 seconds)

Cisco Systems, Inc
Netwark Configuration. Cisce IP Phone 7960 ( SEPO03094C2798F ). ...
Jude.aguinas. acu. edu. auh k ation - 7k - Suppl | Result - Cached - Similar pages

Cisco Systems, Inc
Network Configuration. Cisce IP Phone 7940 ( SEPO00DBSBCI0E2 ). ...
W wisconsinventureconference. Ci -7k~ Result - Cached - Similar pages

Cisco Systems, Inc
Network Configuration. Cisco IP Phone 7940 ( SEPODD3E38998A0 ). ...
202.196.112.6MetworkConfiguration - 7k - Supplemental Result - Cached - Similar pages

Cisco Systems, Inc
Netwaork Configuration. Cisce IP Phone 7910 ( SEPO0DB4B0EECEE ). ...
185.75.35.17 MetworkConfiguration - 7k - Supplernental Result - Cached - Similar pages

Cisco Systems, Inc
Netwark Configuration. Cisce IP Phone 7910 ( SEPO00OCBS1CEDI2 ). ...
adservd. ads360. com/MetwarkConfiguration - 7k - Supplemental Result - Cached - Similar pages

Metwork Configuration
CISCO SYSTEMS Cisco Systems. Network Configuration. Cisco P Phone 7905. ..
202.112.20 4fMetworkConfiguration - 3k - Supplemental Result - Cached - Similar pages

Cisco Systems, Inc
Cetestle HacTpodika. Cisco IP Phone 7960 ( SEPOO0SE30CCTIB ). ...
185.75.35 B/Netwark Configuration - 7k - Supplemental Result - Cached - Similar pages

Cisco Systems, Inc

Netwark Configuration. Cisce IP Phone 7960 ( SEPO00DES1CFADC ). Device Infarmation
Network Configuration. Metwork Statistics. Ethemet - Port 1 (Metwork) ...

maps.fmsmeng, -7k - Supg Result - Cached - Similar pages

Cisco Systems, Inc
Network Configuration. Ciseo Systems, Inc. IP Phone CP-7960G ( SEPODOD2S5ESS12 )

Done
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Discovery - Scanning w

Use various available tools to find more IP addresses:
¢ fping and nmap
Identify IP Telephony systems:
¢ ldentify the system
+ ldentify operating system and software versions
¢ nmap Is probably the best tool for this

¢ nmap has a very good database for IP Telephony

¢ Some commercial scanners support this as well




Platform— IP-PBX w

Involves testing of IP-PBX and adjunct systems

Test for open or unnecessary network ports:
¢ telnet or other remote access

+ Find application ports for later testing

Test operating systems for known vulnerabilities:
+ Use general vulnerability scanners

+ Use IP Telephony-specific scanners where possible

Test for default or weak passwords

Test for default configuration weaknesses




Platform— IP-PBX | AsecureLocne

Test for SNMP weaknesses:
+ Simple SNMP sweeps can provide a lot of information
¢ If you know the device type, you can use snmpwalk

¢ You can find the OID using Solarwinds MIB database

" Search MIB Tree ...

Search by Q1D Search by Mame ] Search Descriptions

Enter name of the OID to search for ... Dane

| ava_l,lgi. Search

[ vaya 26 PT eleg 1.3.6.1.4.1.6989

Show in MIE

shane-MIB avaya | HElE

14

Help

MIB  Avaya-416xdPTelephone-MIB lﬂ
Name awvaya [

iz0.org.dod.intermet. private. enterprises. avaya

oD 1.36.1.4.1.6883
Type

Units

Access unknown
Status  unknown

Copy

Frint
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Platform — Support Services w

Test DHCP and DNS

Test provisioning database

"est TFTP for open or unnecessary network ports:
¢ Many IP phones use TFTP for configuration/image files
o TFTP is rarely secured
+ Use tftpbrute to guess the name of the file and download it

+ Configuration files have usernames, passwords, etc.

+ It may also be possible to corrupt a software image




Platform — IP Phones @SE*‘““EL‘“G“"

Test for open or unnecessary network ports:

¢ telnet or other remote access
+ Find application ports for later testing

Test for default or weak passwords _______

Test for weak local protections
+ Check for admin access during boot

+ Some IP phones have sniffers :

Advanced
Trusted Cartifacates
Saftwars Updatn

..................

........

nnnnn




Network - General w

The data network is used to transport IP Telephony
signaling/media

Any component Is a potential target
Test security on switches, routers, hubs, VPNs, etc.

The IP Telephony network enables attacks such as:
# Denial of Service (DoS)
+ Eavesdropping
¢ Man-in-the-Middle (MITM) attacks

Test to determine If the network i1s vulnerable




Network - DoS/Eavesdropping/MITM w

Test for network DoS vulnerabilities:
¢ UDP floods
¢ TCP SYN floods

Test for eavesdropping:

o Trivial to eavesdrop If you have access to unencrypted data
¢ Test with ethereal, CAIN, VOMIT, VolPong

Test for MITM vulnerabilities:

+ Easy to attack depending on network

# Test with ettercap, dsniff




Network — Man-in-the-Middle #p secoreLocre

Attacker Places Attacker
Themselves Attacker

Between Proxies

Or Proxy/UA

User
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Application - General w

The “application” consists of the actual IP Telephony
signaling and media exchanged over the network

The various components generating/consuming this
Information can be vulnerable to attack

This will be especially true when IP Telephony Is
exchanged with a public network

The examples used are for SIP, but similar issues exist with
other protocols




Enumeration involves 1dentification of valid users:

¢ Quite a few tools available
+ SIPSCAN and SiVusS automates much of this for you:

File Help

| OPTIONS Scan

| IMWITE Scan

‘SIPScan Results:

Domain: 192, 168

1==Found a live

SIPSCAN

Wersion 1.0
Target SIP Server Target SIF Domain Transpork Port
192.165.1.103 | 192.165.1.103 EUDP lo |5060
v REGISTER Scan  UsernameExtensions File Timeout (51
| users, bxt | i

Scan started Mon Mar 601:19:10 2006
Target SIP Server: 192,165.1.103:5060 UDP

.1.103

exkensionfuser at 201@192.168.1,103 with

3IP response codels): REGISTER:401

2=>Found a live extensionfuser at 202@192,168.1.103 with

3IP response code(s): REGISTER:401

3= xFound a live extensionfuser at 203@192,168.1. 103 with

3IP response codels): REGISTER:401

4= =Found a live extensionfuser at 204@192,168.1.103 with

3IP response codels): REGISTER:401 "
Scan Pause Stop I Yerbose

Done Scanning. . .

Save Results under File
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Application - Enumeration

EP | MGCP | H323 | RTP | Akout

SIF Compaonert Discovery | S Scanner | Utiltiss | SIP Help

Target network (e.g. single target or a network 192168 .1.0-255 for class C network)
1021681 1|254

Currertly Scanning:  none Scan Progress

Fort f Protocol ‘

+

192.168.1 53
1921681 54
= = sos0(uoR)
# Detected SIP UDP port : 5050
#® Server Sipura/SPAS41 415
+ EBE s061(UDR)
%‘192.158.1 55
80192188157
= == soe0(TCR)
# Detected SIP TCP port : 5060
& A& Information MiAUser-fgert: Tultys ZIP 2 338
B 1921681 103
= HB= s060(U0F)
# Detecled SIP UDP port : 5050
& U& Information NislUser-agert: Asterisk PEX
B 1921080 104
= EE sos0(UoR)
#® Detected SIP LDP port - 5060
# Server. Sip EXpress router (0.9 5 (iI3860inux))

Copyright 2004 (c) vopzecurity org All Rights Reserved

Connection Timeout (ms)

1000

LoP
TCP
Omns

described on this site are tected by U
and Foreign Patents Pendin

and foreign pending patent application




Application - Fuzzing w

“Fuzzing” Is a term used to describe functional protocol
testing

Involves sending various forms of malformed protocol
requests, to test protocol processing software

Fuzzing has resulted In identification of many
vulnerabilities in protocol processing software

INVITE sip:67130@192.168.26.180:6060;user=phone SIP/2.0
Via: aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaa..

From: UserAgent<sip:67100192.168.22.36:6060;user=phone>
To: 6713<si1p:6713@192.168.26.180:6060;user=phone>
Call-ID: 96561418925909@192.168.22.36




Application - Fuzzing @SE{:URELGGI:{'

Most vendors test their protocol implementations
Still a good idea though to test deployed system

There are freeware and commercial fuzzers available:

¢

¢



http://www.ee.oulu.fi/research/ouspg/protos/index.html
http://www.codenomicon.com/

Application — Service Disruption w

There are many types of service disruptions possible

Testing for them Is necessary, to determine if your system is
vulnerable

The following several slides describe several types of
possible attacks




Application — Service Disruption

DoS Attacks

& 5iVuS - The VoIP Yulnerability Scanner v1,09-beta

o lwoce| naza | v | avout |
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Application — Service Disruption St

Registration Hijacking and Manipulation

Proxy

Hijacked
Session

fjacked
Media

The Attacker Can
Perform A

f-—— _
User Attacker Man‘ln'ThE'Mlddle User
Attack




Application — Service Disruption Sdiaam

Session Teardown

Proxy Proxy

Attacker Sends
BYE Message

User Attacker User
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Application — Service Disruption Sdiaam

RTP Injection

Proxy Proxy
oot
> gl
\4
Attacker Sees
User Packets And Attacker User

Injects New Audio




S umma ry @SE{:URELGGI:{'

A comprehensive IP Telephony security assessment
addresses the entire IP Telephony system

An IP Telephony security assessment is recommended when
you deploy your system and as you expand

SecurelLogix, , along with other
vendors, offers IP Telephony security assessments

See for
more information

David Endler & Mark Cellier
VolP Secusity Expers



http://www.securelogix.com/
http://www.hackingexposedvoip.com/
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